
INTELLIGENT LED CONTROL
WINTER 2014

RAPID PROTOTYPING FOR IOT
NEWS FOR THE ELECTRONICS INDUSTRY

WIRELESS PROTOCOLS
ISSUE 2

EXPLORING THE  
INTERNET  
OF THINGS

›�A CLASH OF  
ARCHITECTURES  
ARM vs X86

›�LIFE ON THE EDGE OF  
THE INTERNET OF THINGS  
ULTRA-LOW POWER

WWW.ELEMENT14.COM/TECHJOURNAL� element14.com

+PLUS
n LAMP SERVERS FOR IOT
n ARM SYSTEM IP
n FPGA BASICS

TECH JOURNAL



I-FI, BLUETOOTH, 
Bluetooth low ener-
gy, ANT, ZigBee, 

RF4CE and many others have 
come to comprise a design 
menu that can be rather hard 
to choose from. It’s a nice 
problem to have – an embar-
rassment of options – but as 
the number of potential solu-
tions increases, the task of 
comparing them grows 
increasingly difficult.

Choices, choices
In selecting the appropri-
ate wireless technology, the 
designer must consider, for 
example, whether a propri-
etary solution is required or if 
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WIRELESS 
PROTOCOLS 
EXPLAINED
By DAVID FINCH / NEWARK ELEMENT14 and DANA MYERS / TEXAS INSTRUMENTS

Of the countless 
design challenges 
attendant with wireless 
connectivity, perhaps 
the most immediate is 
the vast landscape of 
available technologies.
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an industry standard should 
be adopted. The frequency 
band must be determined, 
as well as the standard wire-
less benchmarks of transmis-
sion range, power consump-
tion, and data throughput. 
Within these benchmarks, of 
course, there are trade-offs, 
especially when it comes to 
power. Data throughput, for 
example, impacts the over-
all power consumption; a 
54Mbps Wi-Fi-based network 
might last a day or two on 
a single Lithium Ion source, 
while an IEEE 802.15.4-based 
sensor network shuttling 
data at 250kbps might sur-
vive a few years on a small 

battery. Other factors, such 
as systems compatibility 
and network topology, will 
also influence most wireless 
connectivity designs.

Operating band
The operating band is one 
of the design points that 
many developers struggle 
with. If the various stand-
ards-based technologies 
comprise a menu of design 
options, then selecting an 
operating band is not unlike 
choosing the style of food 
you want: Italian, Thai, 
American (whatever that is). 
Whatever band you select 
helps to narrow down which 

hardware and software is 
available to you. 

Each of the three most 
popular bands – sub-1GHz, 
2.4GHz, and 5GHz – has 
certain advantages and 
disadvantages for any given 
application; it all depends 
upon the benchmark you’re 
designing for. For example, 
range is generally reduced 
by about half as frequen-
cy doubles, so long-range 
applications may require 
sub-1GHz operation. One 
of the trade-offs with lower-
frequency operation is data 
rate, which diminishes with 
frequency. Designers may 
run into the issue of duty 

cycle restrictions in the 
sub-1GHz band as well. By 
comparison, the 5GHz band 
affords designers the high-
est available data rate of 
the three, at the expense of 
transmission range. 

Sub-1Ghz and 5GHz bands 
both currently have a conges-
tion advantage over 2.4Ghz, 
which has been embraced 
by consumer technology and 
as such has grown rather 
crowded. For this reason, 
some consumer applica-
tions are beginning to target 
5GHz operation. But for all 
its crowding issues, 2.4GHz 
remains a popular choice 
for wireless connectivity. E

NETWORK TOPOLOGY
Network topology is another 
key design factor. Starting 
with a simple point-to-point 
(P2P) connection, topologies 
can be made more and more 
complex by the addition, 
arrangement, and function of 
interoperable nodes.

For example, if you were 
to attach additional nodes – 
often referred to as endpoints 
or clients – to one of the 
endpoints (the hub) in a P2P 
connection, the result would 
be a star network topology, 
or LAN. In this configuration, 
the hub is responsible for 
the exchange of information 
between all the endpoints. 

Attaching multiple star 
networks forms a slightly 
more complex topology 
known as a tree. A WAN 
(wide area network) is an 
example of a tree network; 
the exchange of information 
is managed within each 
local star cluster by their 
respective hubs, and data 
passes from cluster to 
cluster along a bus. If an 
endpoint in any cluster goes 
offline – a workstation in 

an office, for example – the 
network remains alive, but 
communication with that 
endpoint ceases. All the 
other workstations remain 
functional within the 
network. However, should the 
central connection between 
clusters fail, due for instance 
to loss of wireless connection, 
then the entire tree may fail. 
Enter the mesh network.

Mesh networks empower 
each node with transmission 
and node-to-node 
communication capability. 
Data is transferred from one 
point to another by hopping 
wirelessly from node to node, 
making a mesh network 
not only autonomous but 
inherently self-healing. When 
one node in the network fails, 
the other nodes communicate 
with each other to determine 
the best alternate route for 
the data to get from Point A 
to Point B. So, the more nodes 
that exist in a mesh network, 
the more paths there are for 
data to get where it needs to 
be and the more robust the 
transmission system.

●● POINT-TO-POINT

●● TREE NETWORK

●● STAR NETWORK

●● MESH NETWORK
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SMART

AT A GLANCE...

●● Wi-Fi  IEEE 802.11 a/b/g/n	 n wi-fi.org

Wi-Fi continues to dominate the 
world of wireless connectivity. 
Current growth projections for 
the IoT alone indicate 50 bil-
lion connected devices by 2020, 
and it’s no wonder. Wi-Fi offers 
secure, high-bandwidth con-
nectivity and Internet access for 
medical, consumer, and indus-
trial applications, while boast-

ing data rates up to 54Mbps. 
Transmission range can reach 
100 meters at 2.4GHz, better 
than Bluetooth and other low-
energy options, but less than 
what you might get from a 
Sub-1GHz radio frequency. But 
this performance makes Wi-Fi 
relatively power-hungry with 
respect to other 2.4GHz wire-

less options: think Lithium Ion 
batteries as opposed to AAAs 
or coin cells for portable appli-
cations. However, some new 
embedded Wi-Fi solutions, like 
TI’s new SimpleLink Wi-Fi plat-
form, have lower performance 
but can run on 2 AA batteries 
for over a year, changing the 
game where Wi-Fi can play.

●● Bluetooth	 n bluetooth.com

With an installed base of more 
than 3 billion units, Bluetooth 
is designed for lower-power 
wireless connectivity between 
devices. Bluetooth devices can 
power down during periods of 
inactivity, which helps to mini-

mise power consumption; AAA 
batteries are sufficient sources 
of power for Bluetooth prod-
ucts. Bluetooth operates in the 
industrial, scientific, and medi-
cal (ISM) band at 2.4 GHz to 
2.485 GHz, which is available 

and unlicensed in most coun-
tries. Data throughput is less 
than that offered by Wi-Fi but 
still in the 2 Mbits/second range 
to support higher data-rate 
applications, including multime-
dia products.

●● Bluetooth low energy	 n bluetooth.com/le

Taking a good situation and 
making it better, Bluetooth low 
energy was designed to suit the 
needs of ultra-low-power wire-
less applications, including the 
ever-growing wearable sports 

and wellness markets. Compared 
to classic Bluetooth capabilities, 
Bluetooth low energy technol-
ogy is a connectionless protocol, 
which significantly reduces the 
amount of time the radio must 

be on. Requiring only a fraction 
of the power consumption of tra-
ditional Bluetooth technology, 
Bluetooth low energy can enable 
target applications to operate on 
a coin cell for more than a year. 

●● ZigBee  IEEE 802.15.4 and ZigBee RF4CE	 n zigbee.org

The ZigBee standard was cre-
ated to address the need for a 
cost-effective, standards-based 
wireless networking solution 
that supports low data rates, low 
power consumption, security, and 
reliability. ZigBee supports self-
healing mesh networking. A tech-

nology specifically targeted for 
wireless sensor networks, ZigBee 
802.15.4 can be used in any 
monitoring and control applica-
tion that requires a wireless link. 
ZigBee RF4CE, on the other hand, 
is something completely different. 
RF4CE was developed as an RF 

alternative to traditional line-of-
sight remote control technology, 
such as IR. In addition to non-line-
of-sight control of remote devices, 
RF4CE offers a longer range, long-
er battery life, and richer commu-
nication to support enhanced fea-
tures and functionality.

●● ANT	 n dynastream.com

ANT provides a simple, low-cost 
and ultra-low power solution 
for short-range wireless com-
munication in point-to-point and 
more complex network topolo-
gies. Suitable for a wide range 
of applications, ANT is today 
a proven and established tech-
nology for collection, automatic 
transfer and tracking of sensor 
data within sports, wellness 
management and home health 
monitoring applications. In con-

trast to BLE, ANT has a relative-
ly simple protocol and doesn’t 
require a lot of overhead. It 
specifies 64-bit security versus 
128-bit utilised by BLE. Both 
offer data rates of about 1Mbps, 
accommodate a range of a few 
tens of meters, and boast years 
of life on a coin cell battery. But 
perhaps the greatest difference 
for system-minded designers 
lies in the network topologies 
supported by each; BLE is suit-

able for P2P or star topologies, 
while ANT supports the full 
range, including tree and mesh. 
On a side-by-side, technological 
comparison, ANT is arguably 
the more appealing option for 
wearable/IoT applications, if 
for no other reason than mesh 
support. But it’s worth noting 
once more the numbers associ-
ated with Bluetooth: it’s hard 
to ignore an installed base of 
3B units.

the STANDARD TECHNOLOGIES
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It offers a reasonably high 
data rate, decent range, no 
duty cycle restrictions, and, 
notably, 2.4GHz band works 
worldwide, making it a slam-
dunk for designers. 

Proprietary vs standard
The decision to develop a 
proprietary solution versus 
leveraging a standard tech-
nology such as Bluetooth 
often boils down to the 
basic functionality required. 
Highly-specialised functions 
may necessitate a proprie-
tary implementation, which 
immediately limits the num-
ber of solutions available 
from OEM suppliers. The 
upside is that a proprietary 
wireless platform may be 

customised specifically for 
the application, decreas-
ing the software footprint, 
among other things. And the 
dual-edged nature of any pro-
prietary design applies to 
wireless connectivity: propri-
etary devices may be simpler 
to design because they only 
have to operate within one 
defined network, but those 
same devices won’t be able 
to communicate with stand-
ard consumer devices.

Standards-based solutions, 
on the other hand, afford 
the designer a wealth of 
consumer-fr iendly con-
nectivity options. You just 
have to cough up the code 
space and possibly sacri-
fice some power versus the 

proprietary option. But with 
these sacrifices come the 
real advantages of OEM-
independent interoperable 
nodes – namely, a freer user 
experience for consumers 
and greater opportunities 
for network expansion. 
The more nodes, the big-
ger the network. 

Honed on the range
Among the most important 
wireless connectivity design 
parameters is transmission 
range, which consists of two 
key factors: transmission 
power and receiver sensitiv-
ity. These are critical specs 
to consider when exploring 
IC options from semiconduc-
tor OEMs.

E

So, which technology is right for me?
In an ideal world, technology alone would be the ultimate factor in any design decision.  
But, here in the real world, technology selection is driven by a number of other factors… 

Ease of design is one 
such critical factor. 
Especially if you’re a 
smaller firm or contract 
designer, it is important 
to find the solution that 
can get your product to 
market quickly. TI’s 

SimpleLink portfolio, for 
example, is a platform 
of solutions that simpli-
fies wireless connectivity 
design. The SimpleLink 
family provides self-
contained solutions that 
were designed to simplify 

wireless development and 
certification by minimising 
the amount of RF exper-
tise you need to wirelessly 
enable your application.

So, whether you 
choose to develop 
your own proprietary 

installation or leverage 
the vast landscape of 
standard solutions, 
when it comes to 
wireless design, 
you’ve got options. 
And that’s a decidedly 
good thing. n

STANDARDS 
BASED 
SOLUTIONS 
AFFORD THE 
DESIGNER A 
WEALTH OF 
CONSUMER 
FRIENDLY 
CONNECTIVITY 
OPTIONS.

?
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